NMPOKYPATYPA
KEMEPOBCKOW OBJIACTM -
KY3BACCA

I npeaynpexpaer:

Hukorpa u Hukomy He coobwaiite MAH-
Kop, 6aHKOBCKOW KapTbl, Naponb oT
Mo6unbHoro u MHTepHerT-6aHKa, TpexsHay-

HbI Kop, Ha o6opoTe KapThl, kogbl 3 CMC.

CoTpyAHUKM 6aHKa HUKOT[A He 3anpalumn-
BaloT MHPopMaL Mo 0 6aHKOBCKOM KapTe.

JIio60i Noao06HbIA 3BOHOK, AAXEe eCNK OH o
cBepliaeTcs SKo6bl ¢ opuLManbHoro

HoMepa 6aHKa, - AeNo PYK MOWEeHHUKOoB!

Ecnu BaM 3BOHAT U cOOBLLAIOT O KAKUX-TO
npoGneMax C BaluMM CHETOM, NONOXKUTE
Tpy6Ky, camMu Habepute HoMep TenedoHa
6aHKa, KOTOPbIK yKa3aH Ha o6opoTe KapTbl,
1 BbISICHUTE BCE /11 B NOPSAAKE C BalLMMKU
OeHbraMmu.

He ycTaHaBnuBaWTe Ha MO6UNbHbIE 9
TenedoHbl U KOMNbLIOTEPbI MPUNOXKEHUS

U3 HenpoBepeHHbIX UCTOUHUKOB. EcTb
nporpaMMbl, NO3BOASIIOWMNE YAINIEHHO

ynpasnaTh BaWuUM TenedpoHoM Unu 10
KOMMbIOTEPOM.

He nepexoauTte no ccbifikaM B COOBLLEHMUAX
OT HE3HAKOMBbIX NIOAEN, KOTOPbIE NPULLINK 11
K BaM o noure, B coucetax unm 8 CMC,

3HaKOMbIW B COLICETAX NPOCUT NEPEBECTU EMY
neHbru? O6a3aTenbHO NEPEe3BOHUTE YETIOBEKY,
OT LA KOTOPOro NOCTynaeT npocbba.

Ero akkayHT MoXeT 6bITb B3nOMaH!

MocTynun 3BOHOK, YTO Ball POACTBEHHUK Nonan B
6eny v Ans pelweHus Npo6aeMbl CPOYHO TpebyloTes
AeHbru? He nanukyire! Monoxure Tpy6Ky U nepe-
3BOHUTE poacTBeHHUKY. Ha camom pene ¢ HuM Bece

B nopsake. loMHUTe: NonbITKa AaTb B3ATKY ~
npecrtynneHue!

CoBepuian noKynku unu npoaaxu B HTepHere,
Ha canTax ¢ 6ecnnaTHbIMMU O6BbABNASHUAMMU UAN

B MHTEepHeT-MarasuHax, 6yabTe oCcTOpOXHbI. He
coobuanTe nUIHKE AaHHbie. [lna nepesoaa aeHer
LOCTaTOYHO HOMepa TenedoHa UM HOMepa KapTbl.

Monb3yiTech ToNbKO NPOBEPEHHbIMU
MHTepHeT-MarasuHamu!

WUcnonbayinTe NMLEH3UOHHOE aHTUBUPYCHOE
nporpaMMHoe o6ecneyeHue.

Hukoraa u HYM NpU Kakux 06CTOATENLCTBAX HENb3A
noA, AUKTOBKY HEM3BECTHbIX JIUL, BbIMOJHATb KaKue-
nuéo onepauum co CBOMMU 6aHKOBCKUMM CHETaAMU

u kaptamu. KomneHcauum 3a sko6bl HEKAYECTBEHHbIE
ycnyru unu yuwep6 ot aesTenbHocTH pUHaAHCOBOW
nUMpaMmuabl — 3TO CTAHAAPTHDIE YNIOBKU MOLLIEHHUKOB.

3a MOLUEHHUYECTBO € UCMO/Ib30BaHUEM SNEKTPOHHDLIX CPeACcTB NnJjiaTeXa, KpaXy
Cc 6aHKOBCKOro cyeTa, a PaBHO B OTHOLWUEHWUU 3NNIEKTPOHHBIX AeHEeXHbIX CpeiCcTB
npeaycMoTpeHa yroioeHad OTBETCTBEHHOCTDb

B TIOBOUN CUTYALIUU

COXPAHSAWUTE BOUTE/IbHOCTb, :
i HE MO3BONAUTE MOLWEHHUKAM
: OBMAHDbIBATb BAC! i
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i EC/I1 Bbl CTAJIV YXEPTBOM

: MOLWEHHUKOB,

i HEBAMEOJIUTENIBHO

i OBPAWWAUTECDH B NOJIMLINIO

i MO TEJIEPOHAM i




MCNonb30BaTb GAHKOBCKYHO KapTy B TOProBbiX
TOYKaXx, He BbI3bIBaOLLLMX NOJ03PEHWIA

B Cnyvyae HeKoppekTHoW pabotbl GaHkomara
ecnu OH [OfiIr0e BPEMA HaXOAWUTCA B PEXUME
0XWOaHUS WAM CaMONpPOM3BOJILHO nepesarpy-
XKaercs — PEeKOMEHOYeTCs 0TKasaTbCs OT ero
Ucnonb3oBaHKUs. Bennka BEpOATHOCTb TOTO, YTO
OH NepenporpaMMUpoBaH 310yMblLLEHHUKAMM.

Ecnu Bam npuwno CMC ot GaHka o Gnokupoeke
KapTbl MK 3BOHAT U3 BaHKa M cnpawmeaoT HoMep
KapTbl, Naponb U Kog focTyna, Heobxoaumo npose-
pUTb 3Ty uHoOpMauuio U NEPe3BOHUTL B KIWe-
HTCKY cnyx0y noaaepxku 6aHka.

OpHUM U3 BMOOB MOLLUEHHWYECTBA C NaTEeXHbIMU
KapTamu ABMAETCA TaK HasbiBaeMbli «CKUMMUHI» -
CUYMUTbIBAHUE JaHHbIX KApThl NP MOMOLLM YCTaHaB-
nMBaeMoro Ha 6aHKOMaT CreLuanbHoOro yecTpoicTea
(ckummepa). C NOMOLWBID HEro 310YMbILLNEHHWKN
KOMUPYT WHOPMAaLMK C MarHUTHO Nonochl
KapThl (MMA gepxaTens, HOMeEp W CPOK OelcTBUA
KapThbl). [N CYWTbIBAHWUA MUHKOAA MPECTYMHUKK
yCTAaHaBNMBAKOT Ha BaHKOMAT MWHUATIOPHYIO
Kamepy WM Haknajky Ha Knaeuatypy. 3aBnafes
uHdopmaLMeil 0 KapTe, MOLEHHUK U3roTaBNMBaeT
ee pybnukaT M pacnopsaxXaeTcs [eHEeXHbIMU
cpefcTBaMK [epXaTensd OpPUrMHanbHOW KapThl.
Mo3aToMy nepef TeM Kak BCTABUTb KapTy B KapTon-
pUEMHUK crneayeT BHUMaTeNbHO OCMOTPETb
GaHKOMAT Ha NpefMeT HanW4yus NoAO3PUTENbHBIX
YCTPOWCTE.

Mpn BO3HWKHOBEHUW MaNemwmx MNOOO3PEHUN
HacuyeT npeanpUHUMAaEMbIX MOMbITOK COBEPLIEHUS
MOLIEHHWUYECKUX OEWCTBUI cnefyeT Heszamepnnu-
TenbHO yBefoMNaTL 06 aToM 6aHK.

Ecnu Bbl cTanu xepTBON MOLLEHHWYECTBA, He3ame[ -
nuTenbHo obpaTuTeck B OpraHbl MNOAWLMKM MO
TenedoHam 02 u 112, nubo nyTem nogauu sanene-
HUSl O COBEPLUEHUU NPECTYNNEHUA HENOCPEACTBEH-
HO B OTHeNeHUM MoNNLMHK.
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G bAHROBCHHX KAPT



POCT)‘ HDECT}fHHEHMﬁ, CBA3aHHbIX C XWULWEHWNEM
AEHEXHbIX CpeACTB C BaHKOBCKMX KapT, Kak noka-
3blBaeT NpakTukKa, CI'IOCOGCTByeT HepocTaToYHas
OCBELOMNEHHOCTL FpaxnaH B obnactu Hchopma-
LUMOHHbIX TEXHONIOT U U HECOSHIO,D,F.‘HHE anemeHTap-
HbiXnpaeun Ge30nacHoCTU.

Jns npepgoTepalleHns NPOTUBONPaBHbIX AEeNCTBUN
Mo CHATUIO AeHEXHbIX CPeACTB ¢ 6aHKOBCKOTO cYeTa
Heo6GX0AMMO MCXOUTb U3 CIIEAYIOLLLETO.

COTPYOHWUKW BAHKA HUKOI A

Mo TENE®OHY UNA B INEKTPOHHOM NMUCbME

HE 3AMPALLUMBAIOT:

® NepcoHanbHble ceefeHun (cepua U Homep
nacnopra, agpec perucrpauuu, uma u chamunus
BragenbLa KapThl)
PEKBU3UTEI M CPOK LeNCTBUSA KapThl

® naponu unuM koabl uz CMC-coobuienuin ans
NOATBEPXKAEHNA (DUHAHCOBLIX OMEpauuin UM Ux
OTMEHbI

®  noruH, NMUH-kog, unn CVV-Koa 6aHKOBCKUX KapT

COTPYOAHUKWN BAHKA TAK)KE

HETMPEONATAIOT:

B YCTaHOBUTb MPOrpaMMmel yAAaneHHOro AocTyna
(MM CTOpPOHHWME MNPUNOXEHMs) Ha MOBMNbHOE
YCTPOWCTBO WM paspelnTb NOJKNYeHNe K HUM
nog nNpPeafroroM TEXHUYECKOR NOAgAEpPHKKU
(Hanpumep, yaaneHue BUpyCOR C yCTPOWUCTRA)

® NepeiTu no ceoinke s CMC-coobiuyeHns

m BKJKOYWUTb Nepeajpecauuto Ha TenedoHe
KNMeHTa [ANS COBeplleHWs B JaNbHedwem
3BOHKA OT €ro UMeHM B BaHK

® oA WMX PYKOBOACTBOM MEpeBecTU OfA COXpaH-
HOCTU [OEHEXHbIE CPEeACTBa Ha «3allULLEHHbIN
cueT»

®  3aiTU B OHNaltH-KabuHeT no ccoinke u3 CMC-
COOBLLLEHWA UMK 3NEKTPOHHOTO MUCbMa

BaHk mMoxeTt WHUUKMKMpOBATbL 06LI.I,€HHE C KNWUEHTOM

TOMLKO 11 KOHCYNbTaLMI N0 NPOAYKTaM U ycyram
KpeauTHO-chMHaHCOBOrO yupexaeHua. MNpu atom

3BOHKM COBEpLIAIOTCA C HOMEPOB, YKA3aHHbIX Ha
0BOpPOTHON CTOpPOHE KapTbl, HA canTe BaHka Unu B
OPWIMHanbHbix GaHKOBCKUX AOKYMeHTax. WHbie
HOMepa He UMEIOT HUKAKOro OTHOLL EHNS K 6aHKy.

CrefyeT UCMONb30BaTh TONMLKO HadeXHble oduLm-
anbHbie KaHanbl CBA3M C KPeaWTHO-(UHAHCOBbLIM
yupexaeHueM. ByactHocTu, hopmy oBpaTHOi CBA3M
Ha caiTe 0GaHka, OHNalH-NpuUNoXeHus, TenedoHbl
ropAYvei IMHUU N T. 4.

HEOBXOOMMO Y4YUTbIBATb, YTO OEPXATEINDb

KAPTbl OBA3AH CAMOCTOATENIbHO OBECNE4YMU-

BATb KOH®UAEHLUUANBHOCTb EEPEKBU3WUTOB

M B 3TOWNCBA3UMU3BErATb:

= noaknoveHus kK obwenoctynHbim ceTam Wi-Fi

= ucnonb3oBaHua MNMWH-kopga wnm CVV-kopa npu
3aKase TOBapoB W ycnyr yepes ceTb «MHTEpHET»,
a Takxe no TenedoHy, coobLEHUA UX TPETLUM
nuam

Mpu ucnonb3oBaHun GaHkomaToB y6eguTech, 4TO
BCE onepalu, CoBeplIaeMbie NpeablayLuM KIMeH-
TOM, 3aBEPLLEHLI, YTO Ha KNaBuaType 1 B MecTe 4ns
npuema KapT HeT 4OMNOSIHUTENbHbIX YCTPOMCTE.

CoBepwasa onepaunu, HE NPUCNYWWBARTECH
K COBETaM HE3HAKOMbIX JIIOEN N HE NPUHUMANATE WX
NoMoLLb.

NMPU UCNOJIb30BAHUN MOBWUITbHOTI O TEJIE-

®OHA COBJIOOAUTE CNEQYIOLLME MPABWUIIA:

E [PW YCTaHOBKE NpUNoXeHun obpallante BHUMA-
HWE Ha NONTHOMOYUSA, KOTOPkIE OHM 3anpalluBatoT.
BypbTe 0cOBEHHO OCTOPOXHbI, ECNU NPUNTOXEHKE
NPOCUT NpaeBa Ha YTEHME afpPecHON KHUTK,
oTnpaeky CMC-cooBLleHuit U [ocTyn K ceTu
«MHTEpPHET»

E OTKJHOUMUTE B HACTPONKAX BO3MOXHOCTb FONOCO-
BOro yripaBneHus npv 3a61oKMpoBaHHOM 3KpaHe

Mpumenan cepsucekl CMC-6aHka, cBepsaiiTe peKBU3un-
Tbl onepayun B CMC-coobilieHnn ¢ ogHOpPas3oBbIM

naponemM oT odguumansHoro Homepa GaHka. Ecnu
PEKBU3UTLI HE COBMAajalT, TO Takol MNaposb
BBOWTb HENb3S.

Mpu onnate ycnyr kapTon B ceTh <«MHTepHeT»
TpebyeTca BCcerga yuuMTbiBaTb BbICOKYH BepoAT-
HOCTb nepexofa Ha nogaenbHbld canT. NosTomy
HeoBXoMMO WUCMONb30BaTb TONbKO MPOBeAeHHbIe
CanThbl, BHUMATENbHO 4YUTaTb TeKcTbl CMC-
coobLLeHnIA ¢ KOfaMKU NOATBEPXLEHUA, MPOBEPATL
PEKBU3UTBI ONEpaLIUA.

KPOME TOI0, HEOBX0AUMO NPUOEPXWUBATb-

CACNEAYIOLWUX NPABUN:

E B TOProBblX TOYKax, pecTopaHax W Kade Bce
peictena ¢ GaHKOBCKOW KapTol [OMKHbI
NPOUCXOAWTb B NMPUCYTCTBUM JepXaTens KapThbl.
B NpoTMBHOM cnyuae MOLIEHHUKW MOrYT nony-
UMTb ee PeKBU3UTbI, NGO caenaTb KONUio npu
NOMOLLM CNeluanbHbIX YCTPOWCTE U UCMONb30-
BaTb WX B [anbHelleM AN W3roTOBJEHUA
noAnenku

® B C/y4ae notepu 6aHKOBCKOW KapTbl HEMeIeH-
HO NO3BOHWUTL B GaHK AnsA GAOKMPOBKM - 3TO
MOMOXET COXPaHWUTb AEHEXHbIe CPeacTBa

®  NOAKMYUTBL YCNYry CMC-UH(DOPMUPOBaHUE 3TO
ofecneyuT KOHTPOMb 3a NpPOBeAEHUEM FHObIX
onepauuMu no kapte. [pu nonydyeHwn cmc o
HecaHKLMOHMPOBAHHOM CMUCaHWUKU CPeAcTB Cco
cyeTa, 3a6NoKMpoBaTh KapTy

®  YCTaHOBWUTbL IMMUT BblfauM [EHEXHbIX CPEACTB
B CYTKM M 3a OfAHy onepauuio (3TO MOXHO
caenaTb B oTgeneHun 6aHka UM yganéHHo - B
UHTepHeT-6aHKe). MOWEHHUKN He CMOTyT
BOCMOJIb30BATLCA Cpasy BCEN CYMMOW, KoTopas
HaxoAMTCHA Ha KapTe

® NpuU BBOAE NMUH-KOAA MPUKPbIBATL KNABUATYpY.
BBoAUTb NUH-KO[L BbICTPbIMKM 0TpaBoTaHHLIMK
ABWXEHUAMM - 3TO NMOMOXET B C/yYae, yCTaHOB-
KV CKPbITbIX BUAE0KaMEP MOLLIEHHUKOB

® BbiGUpaTb ONA MONb30BaHWA TEePMUHAnNbl W
GaHKkoMaTbl, KOTOpbie PacrnofioXeHbl Hemocpe-
ACTBEHHO B OTheneHusx BaHka WM [pyrux
OXpaHAEMbIX y4Ypex geHusaxX





